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TITLE: SYSTEM AND METHOD FOR PROGRAMMING POINT OF SALE 

DEVICES 

20 

FIELD OF THE INVENTION 

The present invention pertains to the field of payment 
data processing. More specifically, the invention relates 
25 to a system and method for programming point of sale devices 
that allows multiple devices that have operating systems 
provided by different manufacturers to be programmed by a 
single system and method. 



013377.0057 DALLAS 331327 vl 



1 



Attorney Docket No. 
014354.0003 




PATENT APPLICATION 



BACKGROUND 



I 10 



3 

H is 



20 



25 



Payment data processing is used to facilitate and 
maintain the reliability of electronic payment transactions. 
Such electronic payment transactions are typically initiated 
with a point of sale device or. device. The point of sale 
device can be used to read a credit card number from data 
that is encoded in a magnetic stripe of the credit card. 
Alternatively, the credit card number can be manually entered 
by an operator into a terminal, or other forms of electronic 
payment devices and procedures can be used. Payment data and 
other suitable data, such as device identification data, is 
then included in the transaction record which is subsequently 
transmitted to a payment processor and ultimately to the 
financial institution that issued the credit card or other 
electronic payment device. Thus, the reliability of the data 
entered into the point of sale device is a cornerstone to the 
subsequent processing of electronic payment data. 

There are presently many manufacturers of point of sale 
devices. It is commonplace for each different manufacturer 
to have a different operating system for its point of sale 
device, where the application and configuration data are 
typically a series of messages that can be downloaded onto 
the device after the device is installed at its operating 
location. Usually, an operator will set up the device 
according to instructions received with the device, and then 
will cause the device to contact a terminal management system 
that will then provide the device with data messages such as 
operating system software, application software, 

configuration data, and other suitable data and software. 

Because each manufacturer has a different operating 
system, application software, and configuration data for its 
point of sale devices, it is commonplace for point of sale 
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devices that are provided by different manufacturers to be 
managed by different terminal management systems, and even 
for different models of point of sale devices that are 
provided by the same manufacturer to be managed by different 
terminal management systems. While it. is known that the 
terminal management systems for manufacturers with different 
device operating systems can be combined, combining the 
terminal management systems for multiple manufacturers has 
not been done, in part because of the incompatibility of the 
databases in which the device data for a given user's fleet 
of devices is stored. Such databases are often designed to 
different standards, which makes combining them difficult or 
impossible. In addition, as a database grows larger, it 
becomes more difficult to modify and back-up the database. 
Modifications to the database must typically be made while 
the database is offline, which means that the terminal 
management system is inoperable while the database is being 
modified. In addition, it is difficult to operate the 
database from more than one physical location, which 
increases the possibility that the database could be made 
unavailable due to a single component failure. 

The inability to combine terminal management systems for 
multiple point of sale device manufacturers can result in 
problems when many different point of sale devices are owned 
and/or managed by an organization. The organization must 
typically operate physically separate facilities, or must 
configure the facilities so as to route the program requests 
to a suitable system for processing. Operator attention is 
frequently required to correct problems that arise from 
database incompatibility and unavailability. 
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SUMMARY OF THE INVENTION 



In accordance with the present invention, a system and 
method for programming point of sale devices are provided 
that overcome known problems with programming point of sale 
devices. 

In particular, a system and method for programming point 
of sale devices are provided that allow multiple point of 
sale devices which have operating systems provided by 
different manufacturers to be programmed by a single system 
and method. 

In accordance with an exemplary embodiment of the 
present invention, a system for programming point of sale 
devices is provided. The system includes a terminal 
programming system that can program point of sale devices 
provided by different manufacturers and having different 
proprietary operating systems. A communications interface 
is connected to the terminal programming system that 
receives update requests from the plurality of point of sale 
devices, such as when the point of sale devices call in to 
the system or when the point of sale devices respond to a 
poll . 

The present invention provides many important technical 
advantages. One important technical advantage of the present 
invention is a system and method for programming point of 
sale devices that is compatible with operating systems from 
two or more manufacturers. The present invention thus allows 
a single system to be used to program, update, and maintain 
point of sale devices, which helps to eliminate problems 
caused by having redundant databases. 

Those skilled in the art will further appreciate the 
advantages and superior features of the invention together 
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with other important aspects thereof on reading the detailed 
description that follows in conjunction with the drawings. 
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FIGURE 1 is a diagram of a system for programming point 
of sale devices in accordance with an exemplary embodiment 
of the present invention; 

FIGURE 2 is a diagram, of a terminal programming system 
in accordance with an exemplary embodiment of the present 
invention; 

FIGURE 3 is a diagram of a system for managing software 
downloads in accordance with an exemplary embodiment of the 
present invention; 

FIGURE 4 is a flow chart of a method for programming 
point of sale devices in accordance with an exemplary 
embodiment of the present invention; and 

FIGURE 5 is flow chart of a method for programming 
point of sale devices in accordance with an exemplary 
embodiment of the present invention. 
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DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS 
In the description which follows, like parts are marked 
throughout the specification and drawings with the same 
reference numerals, respectively. The drawing figures may 
5 not be to scale and certain components can be shown in 
generalized or schematic form and identified by commercial 
designations in the interest of clarity and conciseness. 

FIGURE 1 is a diagram of a system 100 for programming 
point of sale devices, such as point of sale devices, in 

10 accordance with an exemplary embodiment of the present 
invention. System 100 allows point of sale devices from 
different manufacturers to be programmed from a single 
system, so as to reduce or eliminate the problems caused by 
having multiple point of sale device programming systems. 

15 System 100 includes terminal management system 102, 

which can be implemented in hardware, software, or a 
suitable combination of hardware and software, and which can 
be one or more software systems operating on a general 
purpose server system. As used herein, a software system 

20 can include one or more lines of code, one or more objects, 
one or more agents, one or more subroutines, one or more 
separate lines of code operating in two or more separate 
software applications, or other suitable configurations of 
software. In one exemplary embodiment, a software system 

25 can include a first line of code operating in a general 
purpose software system, such as an operating system, and a 
second line of code operating in a specific purpose software 
application. Terminal management system 102 is used to 
control the provision of software and data to point of sale 

30 systems 104 through 124, which are two or more point of sale 
terminals made by two or more different manufacturers. For 
example, terminal management system 102 can allow point of 
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sale systems 104 through 124 to randomly access operating 
system software, application software, configuration data, 
operating system updates, or troubleshooting on an as-needed 
basis. Likewise, terminal management system 102 can poll 
point of sale systems 104 through 124, such as by calling 
each point of sale system over the public switched telephone 
network, by transmitting predetermined data messages over 
the Internet to each of the point of sale systems 104 
through 124, or by other suitable procedures. 

Terminal management system 102 can provide several 
classes of data to point of sale systems 104 through 124. A 
first class of data is provided when point of sale systems 
104 through 124 are initially configured for operation, such 
as after being installed in a facility by an operator. 
Operating system software, application software, 
configuration data or other suitable data can be provided for 
each point of sale system during initial configuration. For 
example, the point of sale system can receive data and 
programming that provides the point of sale system with 
telephone numbers, allowable card types, a merchant number 
for the merchant location, an address for the merchant 
location, features or program modules that are enabled or 
disabled within the point of sale device, and other suitable 
initial configuration data. 

One exemplary feature or program module that can be 
enabled or disabled is a debit card program that allows a 
pin-pad interface to be used so that a personal 
identification number associated with the debit card can be 
entered. Another exemplary feature or program module allows 
credit reversal transactions to be performed, such as if an 
unwanted purchase is made. Other features or program code 
modules include those that respond to a card swipe in a card 
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reader by calling an authorization host and loyalty card or 
frequent buyer card program modules that process such 
loyalty card or frequent buyer card data. 

A second class of data includes modification or update 
5 data that is provided to the point of sale devices during 
operation, such as changes in any of the previously 
identified types of data. A third class of data includes 
troubleshooting operations that can be performed to correct 
O disruptions or damage that may have been caused to the point 

2 10 of sale device or software systems. This third class of 
H data can also require analysis of the problem or subsequent 

re-downloading of the operating system and device specific 
parameter data. Likewise, if the point of sale device is 
programmed by an operator, it is possible that improper 
15 information could have inadvertently been programmed into 
the point of sale device when it was initially configured. 
The troubleshooting functions of terminal management system 
102 can include identifying devices for which an operator 
has improperly entered information and correcting the 
20 improper information, such as by providing new data or re- 
downloading the initial operating system software, 
application software, configuration data. 

Terminal management system 102 includes communications 
interface 106. Communications interface 106 can interface 
25 terminal management system 102 with point of sale systems 
104 through 124 over communications medium 110. For 
example, communications interface 106 can be one or more 
telephone modems that allow one or more corresponding 
telephone lines connected to the public switched telephone 
30 network to interface with terminal management system 102. 
Likewise, communications interface 106 can be coupled to the 
Internet, a local area network, a wide area network, a 

9 
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wireless network, or other suitable communications media. 
Communications interface 106 can receive and transmit data 
to each of the point of sale systems 104 through 124, and 
then assemble the data into predetermined packages for 
5 transmission to terminal programming system 108. As used, 
herein, the term couple and its cognate term such as 
"couples" and "coupled" can include a physical connection 
(such as through a copper conductor), a virtual connection 
p (such as through randomly assigned memory locations in a 

"if 10 data memory device) , a logical connection (such as through 

fjl 

logical devices of a semiconducting circuit), other suitable 
^ connections, or a suitable combination of connections. In 

- 

m one exemplary embodiment, systems and components are coupled 

■'^ to other systems and components through one or more 

Q 15 intervening systems or components. 

_2 Point of sale systems 104 through 124 can be point of 

SJ sale devices manufactured by different manufactures that 

5: allow electronic payment processes to be performed. For 

example, point of sale systems 104 through 124 can include 
20 stand-alone credit card readers, credit card readers that 
have been built-in to gas pumps, bank card readers with an 
associated number pad for entry of a personal identification 
number, or other suitable point of sale devices. Each point 
of sale device 104 through 124 includes a processing 
25 platform, such as a processor or field programmable gate 
array, an operating system, application software, 
configuration data, and additional program modules that allow 
the point of sale system to receive electronic payment 
information and to compile the electronic payment 
30 information into data messages having a predetermined format 
for transmission to terminal management system 102. 

In one exemplary embodiment, point of sale system 104 

10 
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includes operating system 112, device application 116, and 
device data system 120, and point of sale system 124 
includes operating system 114, device application 118, and 
device data system 122, each of which can be implemented in 
5 hardware, software, or a suitable combination of hardware 
and software, and which can be one or more software systems 
operating on a point of sale device. Operating systems 112 
and 114 are point of sale device operating systems that are 
p provided by a manufacturer of a point of sale device, and 

10 control the operation of the point of sale device. Device 
14 applications 116 and 118 are point of sale device systems 

i that control the device according to user-specified 

nj criteria, such as by generating a user-specified screen 

s ~ display, performing user-specified commands, or other 

Q 15 suitable user-specified functions. Device data systems 120 
and 122 include device specific data, such as a device 
*%J identifier, a physical address for the device, telephone 

J2" numbers or network addresses used by the device to transmit 

data, and other suitable data. These software systems allow 
20 each point of sale device to operate according to 
manufacturer-specified criteria, and also allow users to 
specify user-selectable functionality and to provide user- 
specific data. 

Terminal programming system 108 is coupled to each 
25 point of sale system 104 through 124 by communications 
interface 106. Communications medium 110 couples point of 
sale systems 104 through 124 to terminal management system 
102. Communications medium 110 can be the public switched 
telephone network, the Internet, a local area network, a 
30 wide area network, a wireless network, or other suitable 
communications media that allow a plurality of point of sale 
systems to be coupled to terminal management system 102. 

11 
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In operation, system 100 allows a plurality of point of 
sale systems to interface with a terminal management system 
so as to receive initial programming and programming updates 
for troubleshooting purposes and for other suitable 
5 purposes. Terminal programming system 108 contains 

operating system software and other configuration data that 
is transmitted to point of sale systems 104 through 124 from 
communications interface 106 over communications medium 110. 
In this manner, a plurality of point of sale systems, 

10 including point of sale systems from different 
manufacturers, can receive terminal programming and 
operating system software from a single system, rather than 
being required to access multiple systems. 

Terminal programming system 108 can also utilize a 

15 separate file of operating system software and configuration 
data for each point of sale system 104 through 124 instead 
of from a single database. In this configuration, terminal 
programming system 108 facilitates the storage, handling, 
and programming of point of sale systems 104 through 124 by 

20 avoiding problems that can result from the failure of 
referential integrity. For example, it is known that 
programming of point of sale devices from a single database 
can result in problems with referential integrity, wherein 
the resulting data set does not have a unique non-repeating 

25 set of elements, and the same address in a terminal 
operating system can be set for two different instructions. 
Terminal programming system 108 avoids problems with 
referential integrity by using separate files of data for 
each point of sale system 104 through 124. In this manner, 

30 template files can be used for each point of sale system 
that include the base operating system software and 
configuration for each point of sale system 104 through 124, 

12 
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as sorted by manufacturer. Additional configuration 

constraints can be imposed on these templates based upon 
organizational requirements of the business entities that 
own or offer the point of sale systems 104 through 124, the 
i location of the point of sale devices, the type of credit 
cards or other electronic payment devices or processes that 
are used, and other suitable parameters. 

For example, a business entity can own point of sale 
systems manufactured by different manufacturers. In this 
I? 10 exemplary embodiment, information specific to that business 
entity, such as telephone numbers, lists of allowable cards, 
merchant numbers, addresses, features of the program modules 
that are enabled or disabled, loyalty card or frequent buyer 
Iy card features, authorization host features in response to 

15 call swipes, credit card reversal of transaction features or 
other suitable features can be organized according to 
business entity. Thus, changes required as a result of 
changes or modifications to any of these features, such as 
business and entity mergers and acquisitions, merchant 
20 number changes, address changes, or other suitable point of 
sale system 104 through 124 operating system parameters can 
be implemented by modifying the set of rules or other 
programming constraints that are used to in turn modify the 
template operating systems for each point of sale system 104 
25 through 124. 

Likewise, back-ups of point of sale system operating 
software and configuration data can also be made on an 
individual point of sale system basis such that it is not 
required to back up the entire database for all point of 
30 sale devices. In this manner, problems encountered with 
updating large databases are avoided. An example of this 
architecture is shown in TABLE I. 

13 
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Terminal 1 


Company X 


Manufacturer I 


Card Types A, D, G 


Terminal 2 


Company X 


Manufacturer I 


Card Types A, B, C 


Terminal 3 


Company X 


Manufacturer II 


Card Types C, K 


Terminal 4 


Company Y 


Manufacturer I 


Card Types I 


Terminal 5 


Company Y 


Manufacturer III 


Card Types A, H 


Terminal 6 


Company Y 


Manufacturer IV 


Card Types A, B, E 


Terminal 7 


Company Y 


Manufacturer IV 


Card Types H, I, J 


Terminal 8 


Company Z 


Manufacturer II 


Card Types H, K 



TABLE I 



[U 5 As shown in exemplary TABLE I, devices can be grouped 

!/ by terminal number, the company that owns or operates them, 

O the manufacturer, the type of cards accepted at each device, 

ft- : 

H or by other suitable data. If the data shown in TABLE I is 

jf stored in a single database, then modifications to the data 

n 10 must typically be performed by sorting the table and 
implementing the changes on the sorted fields, such as by 
cutting and pasting data into the field, implementing text 
changes on fields of data, and by other similar manual 
methods. For example, a change to data for a particular 
15 card type can require additional modification for different 
companies and different device manufacturers, such that a 
number of different sorting and changing operations must be 
performed. In this example, the following sequence of 
events could be required: 

20 

1. Sort first field by card type. 

2. Sort second field by point of sale device 
manufacturer . 

3. Sort third field by company. 

14 
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4. Make changes for card data for each company by 
device manufacturer 

If a large number of companies and manufacturers are 
5 present in the database, then a large number of manual 
operations must be performed. If the modification procedure 
is automated, it is possible that large portions of the 
database could be incorrectly modified or even destroyed if 
□ a mistake in programming is made. Furthermore, the entire 

^ 10 database must be accessed for such operations such that the 

database is unavailable for any other uses. 
JI! In contrast, the present invention allows programming 

fil methods to be used where the data for each device is stored 

iy in a separate file. A set of file modification rules can 

p 15 then be generated and applied to each file individually, 
~ without requiring all other files to be isolated while any 

Sj other given file is being updated. Thus, using the previous 

S example, a set of code could be generated that reads as 

follows : 



20 



If [card, manufacturer, company] then [new value] 



The matrix of change values for each combination of 
card, manufacturer, and company could then be applied to 

25 each file individually, such that only one file would be 
unavailable at any given time. Standard programming 

techniques can then also be applied to maintain referential 
integrity of the software and configuration data for each 
point of sale device, such as to prevent multiple sets of 

30 instructions from being assigned to the same data address of 
any given point of sale device. Likewise, any mistakes in 
programming can be easily detected and corrected, and such 

15 
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mistakes do not place any unaffected device data files at 
risk. 

In addition, many manufacturers of point of sale 
systems do not provide a terminal management system for 
5 their point of sale devices that allows the point of sale 
systems to be polled. Instead, each point of sale system 
must call in to a terminal management system that then 
updates, provisions, or analyzes the point of sale system to 
determine whether to provide operating system software or 

10 configuration data. System 100 allows polling of point of 
sale systems regardless of manufacturer, such that a 
systematic program for verifying the status of point of sale 
systems can be implemented. This polling features allows 
updates to all point of sale devices to be performed, and 

15 the status of all point of sale systems to be determined, 
instead of just those selected point of sale systems for 
which the manufacturer has provided polling functionality. 

Operating systems 112 and 114 are point of sale device 
operating systems provided by different manufacturers and 

20 having different architectures and data configurations. For 
example, operating system 112 may have configuration data 
stored in a first section of data memory and operating 
system instructions stored in a second section of data 
memory, whereas operating system 114 may use different data 

25 memory sections for configuration data and operating system 
instructions. Likewise, the data fields for common 

configuration data, such as telephone numbers, may be 
different for operating systems 112 and 114. Thus, 
provisioning, modifying, or troubleshooting operating 

30 systems 112 and 114 from a single database could be 
difficult or impossible, such as if a common data field of 
the database must have different numbers or types of 

16 
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characters . 

In operation, system 100 is used to program a plurality 
of point of sale devices. The plurality of point of sale 
devices 104 through 124 are connected to the terminal 
5 programming system 108 by a communications interface 106, 
which can interface with the public switched telephone 
network, the Internet, or other suitable communications 
media. Each of the plurality of point of sale devices can 
m have a different operating system 112 and 114. A different 

C= 10 data file containing the operating system software and 
ri configuration data for each point of sale device can be used 

^ to facilitate management of the plurality of point of sale 

ftj devices, or other suitable procedures and architectures can 

be used. 

□ 15 FIGURE 2 is a diagram of a system 200 in accordance 

2? with an exemplary embodiment of the present invention. 

SI System 200 includes terminal programming system 108 and 

rf additional functionality that allows -point of sale devices 

to be managed and programmed. 

20 System 200 includes device file editor 202, download 

manager 204, and device data files 206, each of which can be 

implemented in hardware, software, or a suitable combination 

of hardware and software, and which can be one or more 

software systems operating on a general purpose server 

25 platform. Device file editor 202 provides a user interface 

for allowing a user to modify point of sale device operating 

system software, application software, configuration data, 

and other suitable data for point of sale devices from 

different manufacturers. For example, device file editor 

30 202 can interact with device data files 206 to provide the 

user with a template set of operating system data and 

configuration data for a standard point of sale device 

17 
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provided by a manufacturer, and can also provide the user 
with update data and operating system commands that may be 
required by a business entity, electronic payment card 
issuing entity, merchant, or other suitable classes of 
5 device configuration criteria. Device file editor 202 can 
then be used to generate a set of rules for each class such 
that the rules can be applied to each of the corresponding 
files of point of sale device operating system software, 
application software, configuration data, and other suitable 
10 data. 

Download manager 204 controls the provision of 
operating system software, application software, 
configuration data, and other suitable data to point of sale 
devices. For example, download manager 204 can receive 

15 device setup data, device update data, or device 
troubleshooting data and can access device data files 206 to 
provide the initial operating system software, application 
software, configuration data, and other suitable data for a 
point of sale device, the update data that can be required 

20 for the point of sale device, updates that are implemented 
on a system-wide, device-wide, manufacturer-wide, or other 
basis, or other suitable data. Download manager 204 can 
also interact with a point of sale device when problems have 
been encountered with the point of sale device. 

25 For example, if it is determined that an operator may 

have set up a point of sale device with improper 
configuration data, download manager 204 can either verify 
whether the point of sale device has the appropriate 
configuration data, provide new configuration data to the 

30 point of sale device, or use other suitable procedures to 
correct problems with the point of sale device. Likewise, 
if the point of sale device is encountering operational 

18 
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problems, download manager 204 can perform diagnostic 
testing of the point of sale device to determine the cause 
of the problems and provide predetermined solutions, such as 
by providing corrected configuration data or providing the 
5 correct operating system software, application software,, 
configuration data, and other suitable data. 

Device data files 206 include a different data file for 
each point of sale device, where the data file includes the 
□ point of sale device operating system software, application 

2 10 software, configuration parameter data, and other suitable 

Li 5 

§4 data. Device data files 206 can be separated into multiple 

[I! file servers and distributed, or can be assembled into a 

fU single data file collection as shown in FIGURE 2. The 

i% * multiple file configurations of device data files 206 

O 15 provide many important advantages over a single database 
^ that contains the same information. In order to back-up the 

SJ single database, it must be secured so that updates are not 

S made during the process of backing up the database. If the 

database must be continuously available, it might be 
20 difficult or impossible to secure the database during back 
up without causing system operation problems. Likewise, it 
may be difficult to store the database on multiple servers 
or in multiple locations across a network. Using a separate 
file for each terminal or device further allows each file to 
25 be backed up in sequence, so that any single file will only 
be unavailable for a short period of time. The files can 
also be distributed over multiple file servers, such that 
access to all files is not interrupted if a single server 
becomes unavailable . 
30 Template data files 208 can include operating system 

software, application software, configuration data, and 
other suitable data for each of the different point of sale 

19 

013377.0057 DALLAS 331327 vl 



Attorney Docket No. PATENT APPLICATION 

014354.0003 



devices contained in the plurality of point of sale devices 
being managed by terminal programming system 108. For 
example, these files may include programming instructions 
that identify data that should be stored in predetermined 
5 data fields of a memory device of the point of sale device, 
input and output commands that are recognized by an 
operating system of each point of sale device, and other 
suitable data. Template data . files 208 can also include 
predetermined control or variable data fields that allow 

10 configuration data to be readily added or modified in each 
template data file. 

Template modification rules 210 can include one or more 
software applications, objects, agents, lines of code, 
subroutines, or other suitable software structures that 

15 cause template data files 208 to be modified so as to result 
in a device data file 206. For example, template 

modification rules 210 can be based on device identification 
data, device manufacturer, the company that owns or operates 
the devices, the physical location of the device, the card 

20 types or other electronic payment devices or procedures that 
can be used in conjunction with the point of sale device, 
and other suitable classes. 

In operation, system 200 is used to control the 
provision of point of sale device operating system software, 

25 application software, configuration data, and other suitable 
data to a plurality of devices, including devices made by 
different manufacturers. System 200 allows the device 
software and other point of sale device data to be 
configured based upon a set of rules such that the 

30 inheritance of software and configuration data can be 
controlled as a function of manufacturer, business entity, 
application, or other suitable rules. 

20 
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FIGURE 3 is a diagram of a system 300 for managing 

software downloads in accordance with an exemplary 

embodiment of the present invention. System 200 includes 

download manager 204 and additional functionality that 

5 allows point of sale device requirements to be determined 

for point of sale devices manufactured by different 

manufacturers, and for the correct operating system software 

and configuration data to be provided. 

q System 300 includes device setup system 302, device 

10 update system 304, and device analytical system 306, each of 

§4 which can be implemented in hardware, software, or a 

suitable combination of hardware and software, and which can 

fy be one or more software systems operating on a general 

l ^ purpose server platform. Device setup system 302 can 

O 15 receive a query from a point of sale device and provide the 

^ setup software and configuration data required by the point 

SJ of sale termination for operation. For example, device 

„S setup system 302 can determine point of sale system 

requirements based upon the location of the point of sale 

20 device, the manufacturer of the point of sale device, the 

business entity that owns the point of sale device, the 

credit cards or other electronic credit devices or processes 

used by the point of sale device, or other suitable data. 

Device setup system 302 then provides the point of sale 

25 device with required operating system software, application 

software, and configuration data, such as telephone numbers 

for the point of sale device to call for the provision of 

payment data, telephone numbers for the point of sale device 

to call for troubleshooting, telephone numbers for the point 

30 of sale to call to receive payment authorization, lists of 

allowable cards, merchant identification numbers, merchant 

addresses, or other suitable configuration data. 

21 

013377.0057 DALLAS 331327 vl 



Attorney Docket No. PATENT APPLICATION 

014354.0003 



Device update system 304 can provide operating system 
software, application software, configuration data and other 
suitable data to point of sale devices. In one exemplary 
embodiment, device update system 304 is used to delete or 
5 add credit card types, change phone numbers, add software 
modules or other system functionality, and can perform other 
suitable update functions. Likewise, device update system 
304 can determine the version of software and the last date 
on which a point of sale device was updated, and can revise 

10 or update the software and configuration data for the point 
of sale device if the date of the last update on the point 
of sale device is prior to the date of the latest version of 
operating system software, application software, or 
configuration data. Other suitable device update procedures 

15 can also be implemented by device update system 304. 

Device analytical system 306 can interface with point 
of sale devices so as to resolve problems that may be 
occurring with the point of sale devices. In one exemplary 
embodiment, device analytical system 30 6 transmits control 

20 commands and other data to the point of sale device and 
analyzes data received from the point of sale device to 
determine if the point of sale device is misoperating. In 
another exemplary embodiment, device analytical system 306 
receives update data for a device from an operator or other 

25 source, such as to correct device identification data, phone 
number data, debit card data, credit card data, or other 
incorrect data, such as data that has been improperly 
entered by an operator. Device analytical system 306 then 
interfaces with the point of sale device at the next point 

30 in time when the point of sale device contacts download 
manager 204. In another exemplary embodiment, device 
analytical system 306 causes the point of sale device to be 
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contacted, such as by polling, transmission of messages over 
the Internet, or other suitable methods. 

Polling system 308 can contact point of sale devices 
according to commands received from device setup system 302, 
device update system 304, and device analytical system 306. 
For example, polling system 308 can systematically contact 
all point of sale devices based upon a configuration class, 
such as device manufacturer, owner, card types used by the 
device, location, or other suitable configuration classes. 
Polling system 308 can also contact individual point of sale 
devices, such as if a problem is detected with the 
configuration data that was entered into the point of sale 
device . 

In operation, system 300 is used to control the 
provision of software and configuration data to point of 
sale devices. System 300 can be configured to respond to 
queries from the point of sale system, and can likewise 
interact with each point of sale system in response to 
external data or other operator-entered commands or other 
data. In this manner, system 300 coordinates the operation 
of a plurality of point of sale devices based upon classes, 
such as business entities that own the point of sale 
devices, manufacturers of the point of sale devices, 
locations of the point of sale devices, credit cards used by 
the point of sale devices, or other suitable classes of 
data . 

FIGURE 4 is a flow chart of a method 400 for 
programming point of sale devices in accordance with an 
exemplary embodiment of the present invention. Method 400 
begins at 402 where template data is stored for each device 
operating system. For example, each point of sale device 
can include device operating system software that is used to 
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control the operation of the point of sale device, such as: 
control data for the sequence in which credit card data is 
read; control data for requests for operator entry of credit 
card data in the event a credit card number cannot be 
obtained from the magnetic stripe of the credit card; the 
telephone numbers that are called to verify the credit card; 
credit cards that can be processed by the device; reward or 
frequent buyer cards that are allowed or that can be 
prompted for; whether or not debit card data can be 
received; control information for a personal identification 
number pad for the debit card; the merchant number and 
device number that is provided when payment data is 
transmitted for processing; the address of the merchant; the 
address to which payment data is transmitted, such as an 
Internet address; or other suitable data. The method then 
proceeds to 404. 

At 404, modification rules are generated based upon 
classes. A class can include any user-defined set, such as 
business entities, device manufacturers, credit card 
organizations, types of point of sale device, telephone 
numbers used by point of sale devices, or other suitable 
classes. The modification rules are used to identify device 
operating systems that require modification, and to further 
identify the portions of the device data files that will be 
modified. In this manner, referential integrity and 

inheritance are preserved, such as by preventing the same 
address within a device operating system from being provided 
with two different operating instructions. The method then 
proceeds to 406. 

At 406, a device update file containing operating 
system software, application software, and configuration 
data is retrieved, such as from a database that includes 
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files for some or all point of sale devices. The method then 
proceeds to 408 where modification rules are applied to a 
template based upon the device identifier. For example, the 
device identifier can include a manufacture type for the 
point of sale device, a location, a business entity 
affiliation, and other suitable information. This data can 
be used to select one or more modification rules that will 
be applied to the template data. For example, certain 
modification rules can apply to point of sale devices that 
are owned by a certain business entity. Other modification 
rules can be applied to point of sale devices based upon the 
manufacturer of the point of sale device. After application 
of the modification rules to the template based upon the 
device identifier, the method proceeds to 410. 

At 410, the device update file is stored. For example, 
the device update file can include the operating system 
software for the point of sale device, application software, 
and additional configuration data after modification rules 
have been applied to template data for the point of sale 
device. Likewise, the device update file can include other 
suitable data, such as user entered data, recurring data, 
portions of the point of sale device operating system that 
do not change but are dictated by physical characteristics 
or addresses of the point of sale device, or other suitable 
update data. The method then proceeds to 412. 

At 412, it is determined whether additional device 
identifiers remain that must be processed to generate device 
update files. If it is determined that such additional 
device identifiers remain the method returns to 406. 
Otherwise, the method proceeds to 414. 

At 414, the device update files are stored, such as in 
a back-up data file directory, or other suitable locations. 
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The method then proceeds to 416 where a programming request 
for a device is received. For example, the programming 
request can be received from the point of sale device. If 
an operator of a point of sale device is configuring the 
5 point of sale device for first use, the operator can be 
instructed to dial a predetermined telephone number so that 
the point of sale device can access the device data file. 
Likewise, the point of sale device can call in periodically 
m to obtain updates, can call in if device misoperation is 

10 detected, or can transmit suitable messages over the 
[V Internet or other communications medium such as a local area 

M* network or wireless network so as to receive programming 

pi request updates. The method then proceeds to 418. 

FU At 418, it is determined whether a file is available 

g 15 for the point of sale device. If it is determined at 418 
N that no file is available the method proceeds to 422 and an 

< i s 

G operator message is generated. For example, the operator 

? message can notify the operator of the location of the point 

ft 

^ of sale device and the absence of an update file for the 

20 point of sale device so that the operator can take 
corrective actions to generate an update file for the point 
of sale device. If it is determined at 418 that an update 
file is available the method proceeds to 420 and the update 
file is transmitted to the device. 
25 In operation, method 400 allows update files for point 

of sale devices to be created and modified according to 
classes of rules and further provides for continuous 
updating of point of sale devices. In this manner, method 
400 allows a plurality of point of sale devices to be 
30 managed by a single method, even where multiple 
manufacturers of the point of sale devices exist. Likewise, 
method 400 coordinates the modification of the point of sale 
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device operating system software, application software, and 
the configuration of the point of sale devices so that 
referential integrity is maintained, and allows update files 
to be modified while point of sale devices are being 
5 updated. 

FIGURE 5 is flow chart of a method 500 for programming 
point of sale devices in accordance with an exemplary 
embodiment of the present invention. Method 500 begins at 
502 where a device programming request is received. For 

10 example, the device programming request can be received from 
the point of sale device, from a point of sale device 
management system such that the point of sale device will be 
polled with the device programming data, or by other 
suitable procedures. The method then proceeds to 504. 

15 At 504, device identification data is received. If the 

device programming request was received from a device 
management system at 502, the device identification data can 
be received from a database of the device management system. 
Likewise, if the device programming request is received from 

20 the point of sale device, the device identification data can 
be received from the point of sale device with the device 
programming request. Other suitable procedures can be used. 
After the device identification data is received, then the 
method proceeds to 506. 

25 At 506, a programming request reason code is received. 

For example, the programming request reason code can 
indicate that the programming request is being received as 
part of initial device configuration for the point of sale 
device, a point of sale device update, as a result of 

30 troubleshooting at the point of sale device, or for other 
suitable reasons. The method then proceeds to 508. 

At 508, it is determined whether a program file has 
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been located for the point of sale device. For example, a 
program file can be stored in a database along with other 
program files for all point of sale devices. If it is 
determined that no program file has been located then the 
5 method proceeds to 508 and an operator notification is 
generated. The method then returns to 502. Otherwise, the 
method proceeds to 512. 

At 512, it is determined whether the reason code has 

fas been verified. For example, a point of sale device that has 

yj 10 not been configured will not be provided with update data 

iL prior to configuration data. Likewise, if a request for 

troubleshooting has previously been received for a point of 

Fy sale device and that request has not been processed, then 

update data might not be provided to that point of sale 

p 15 device. If it is determined that the reason code has not 
been verified the method proceeds to 514 and an operator 

\l notification is generated. Otherwise, the method proceeds 

2 to 516. 

At 516, the program file for the point of sale device 
20 is copied. For example, the program file can be stored in a 
database with program files for all other point of sale 
devices, or can be stored in a distributed database such 
that it is physically located in a separate location from 
that of most other program files. This program file is 
25 copied and stored to a buffer for transmission to the point 
of sale device. The method then proceeds to 518 where the 
program file is transmitted to the point of sale device. 
The method then proceeds to 520. 

At 520, it is determined whether device verification 
30 has been received. For example, after the device receives 
the program file, the device can automatically implement the 
program file and then generate confirmation or verification 
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data that indicates that the program file update has been 
successful. Likewise, device verification can be generated 
by the device management system after transmission of the 
program update, or other suitable device verification can be 
received. If device verification is received at 520 the 
method proceeds to 522 and ends. Otherwise, the method 
proceeds to 524 and operator notification is generated. The 
method then returns to 502. 

In operation, method 500 is used to control the 
provision of point of sale device software and configuration 
data. Method 500 allows point of sale devices to obtain 
configuration data and troubleshooting data from a single 
source, such that the data is provided to the point of sale 
devices in a manner that prevents problems with referential 
integrity and that allows point of sale devices to be 
continuously updated. 

Although preferred and exemplary embodiments of a system 
and method for programming point of sale devices have been 
described in detail herein, those skilled in the art will 
also recognize that various substitutions and modifications 
can be made to the systems and methods without departing from 
the scope and spirit of the appended claims. 
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